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. Agenda

« Overview

 What do you need to audit for compliance
 Audit Vault Deployment

« Audit Vault Reporting

e Questions and answers

* Oracle Audit Vault Demo
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. What we heard from customers...

* “We have Oracle database auditing turned on some of our
databases but we're not looking at the audit data.”

* “Audit data is taking up to much space on our production
servers.”

* “To comply with SOX and HIPAA, we need to produce
time consuming monthly reports for our auditors.”

e “We want to self-assess on a continuous basis to ensure
we are in compliance before our auditors show up.”

* “We are worried about the security of our Microsoft SQL
Server databases since we can’t lock down the OS.”

ORACLE
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. What Do You Need To Audit?

Database PCl
SOX HIPAA | Baselll FISMA GLBA

Audit Requirements DSS

Accounts, Roles & Permissions
Do you have visibility of GRANT and e e e e e e
REVOKE activities?

Failed Logins
Do you have visibility of failed logins ® ® ® o ° ®
and other exception activities?

Privileged User Activity
Do you have visibility of users g 1 ° o ° °
activities?

Access to Sensitive Data
Can you have visibility into what

) . . . . [ ] [ ] [ [ [ ]
information is being queried
(SELECTS)?
Schema Changes
Are you aware of CREATE, DROP and ° ° ° ° ° °

ALTER Commands that are occurring
on identified Tables / Columns?

Data Changes
Do you have visibility into Insert, e *
Update, Merge, Delete commands?

ORACLE
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. Oracle Audit Vault

Overview

Consolidate and Secure Monitor Policies/l
Audit Data g I(I -

Reports Security
Simplify Compliance
Reportin ;
P g / o '1
Alert on Security ‘\ Oth(eFruéléLe.r{;es
Threats lii l_)l

Oracle Database 9iR2,

_ Oracle Database 10g, Microsoft
Lower IT Costs With Oracle Database 11g ~ SQL Server
Audit Policies 2000 &

2005
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. Deploying Audit Vault

© 2008 Oracle Corporation
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. Auditing In the Oracle Database &
Audit Vault Collectors

Audit on Recorded In

U .
Set Audit Table
Object

Statement OS File

Privilege _
Transaction Log

Condition

« DBAUD: Retrieves audit records from database audit tables
« OSAUD: Retrieves audit records from the OS audit file

« REDO: Uses Oracle LogMiner and Streams to retrieve logical
change records (LCRs) from the redo log files

ORACLE
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. Oracle Audit Vault 10.2.3

Collector’s

* Microsoft SQL server

* Sybase

 DB2

* Oracle 9i, 10g, 119

* Oracle Database on OpenVMS 10gR2
e Planned — Oracle RDB

ORACLE
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. Oracle Audit Vault Reporting

ORACLE Enterprise Manager 10g
Audil Vault

Custorm Repors

Default Reports

Access Reports

| Activity Overview

. Database Vault
Distributed Datahase
Frocedure Executions
lser Sessions

Management Activity Reports

Account Management

Audit Commands

Chject Management

Procedure Management

Faole and Privilege Management
System Management

System Exception Reports

Exception Activity
A Invalid Audit Record Activity

LUncategorized Activity

Compliance Reports

I

Help Logout

Audit Reports Audit Palicy Audit Status

Alert Reports
Account and Role Changes All Alerts
Account and Role Changes - Blocked .‘J/‘ Critical Alers
Audit Setting Changes o = Warning Alers

Data Changes
Login Failures
Login/Logoff
Chject Access
Structure Changes
System Events

 Built-in customizable compliance reports
* Privileged user activity, role grants
* DDL activity

» User defined reports

* What privileged users did on the financial
database?

* What user ‘A’ did across multiple databases?

ORACLE
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. Consolidated Enterprise Reporting

Activity Overview

ORACLE

7

* Audit data normalized for

|Rnws"|5 VH Go ]{a'

| @

HR.ORACLE WK
HR.ORACLE. WM
HR.ORACLE WM
PAYROLL.ORACLE VY
PAYROLL QRACLE VN
HR.ORACLE WK
HR.ORACLE. WM
PAYROLL.ORACLE WK
PAYROLL ORACLE VN
myeqglzerver]
my=sqlzervert
mysglzervert
my=sgleervert
my=sglzerveri

myzqlzerver]
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OBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

CREATE TABLE

RENAME

CREATE WIEW

RENAME

CREATE VIEW

REMAME

CREATE WIEW

REMAME

CREATE WIEW

ACCESS OBJECT

ACCESS OBJECT

ACCESS OBJECT

ACCESS OBJECT

ACCESS OBJECT

ACCESS OBJECT

PASSPORT

JSCHAFFER

JSCHAFFER

JSCHAFFER

JSCHAFFER

JSCHAFFER

JSCHAFFER

JSCHAFFER

JSCHAFFER

Avercusr

AVErCuzr

AvErcusEr

avercusr

AvErcusr

Avarcuzar

consolidated reporting

Event Time

WVISA

WW_TAB
WW_TAB
WW_TAB
WW_TAB
VW_TAB1
WW_TAB1
WVW_TAB1
WW_TAB1
configurations
configurationz
fn_trace_getinfo
fn_trace_gettable
fn_trace_gettable

fn_trace_gettable

oeldupd4 oraclevm
oeldupd4.oracle.vm
oeldupd4.oracle.vm
oeldupd4.oracle.vm
oeldupdd.oracle.vm
oeldupd4 oraclevm
oeldupdd.oracle.vm
oeldupd4.oracle.vm
oeldupd4.oracle.vm
oracle_ss
oracle =z
oracle sz
oracle_sz
cracle_ssz

cracle_ss

11-JUN-08 10:02:53

10-JUN-08 17:13:28

10-JUN-08 17:13:15

10-JUN-08 16:15:35

10-JUN-08 18:18:25

10-JUN-08 17:13:28

10-JUN-08 17:13:15

10-JUN-08 16:19:35

10-JUN-08 16:15:26

T1-JUN-08 13:22:02

11-JUN-08 13:22:02

T1-JUN-08 13:22:02

11-JUN-08 13:50:05

11-JUN-08 13:50:02

11-JUN-08 13:50:00
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Oracle Audit Vault Report Customization

 Data filtering
* Record highlighting using condition values
» Charting with simple graphics

Custom reports can be saved and shared

Source Event Time v

OE.CUSTOMER_PAYMENT  SELECT O PAYROLLORACLEVM  oelupdd.orackewm 0o co-08 select payment_card_num
09:48.24 customer_payment
" .

DE.CUSTOMER_PAYMENT  SELECT  WSHAH PAYROLLORACLEVM  neléupdd.orackewm 0o Co-09 select payment_code_id frc
09:48:24 oe.customer_payment
:_ -

OE.CUSTOMER_PAYMENT  SELECT  WSHAH PAYROLLORACLEVM  neldupdd.orackevm 0o Co-09 SEEE T BTN
09:48:24 oe.customer_payment
. -

DE.CUSTOMER_PAYMENT  SELECT  VSHAH PAYROLLORACLEVHM  ocMupdd.oraclewm oo 008 select payment_sxpiration |
09:48:24 oe.customer_payment
05-FEB-08

OF.ORDERS UPDATE  WSHAH PAYROLLORACLEVM  osléupdéoraclevm oo
05-FEB-08

OE.ORDERS SELECT  WSHAH PAYROLL.ORACLEWVM  oeldupd4.cracle.vm 09:4810 select order_total from oe.0

ORACLE
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. Oracle Audit Vault Alerts

ORACLE Enterprise Manager 10g
Avadit It

« Efficient scanning
* Inbound audit data scanning Oatabase instance: =

Overview
e Alerts can be defined for e omr b= FamEw | B
* Direct views of sensitive columns Alert Severity Summary

The distnbution of alerts by seventy across all audit sources

* New users on sensitive systems ,

* Role grants on sensitive systems § maoranaes

» “DBA” grants on all systems |

¢ Falled Ioglns Tol_a Five Auqit _Sources by Number of Alerts

. Enterprlse_deflned Secu”ty Audit sources with highest number of alerts

policies e B .

eoresorr| | B ey
HE.DB I
CUST.DE .

o] 10 20 20

ORACLE
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. Oracle Audit Vault Policy Management

* Policy Definition .
* Named, centrally managed, collection > Oracle
of audit settings I Audit Vault

 SOX, HIPAA, PCI
e Settings can be extracted from any I_I_I
database with auditing configured
|

» Policy Provisioning
* Policy audit settings can be applied to

databases from the central Audit Vault Privileged SOX Audit Privacy
User Audit Settings Audit
console Settings Settings

* Policy maintenance

« Compare and contrast approved policy g
with current settings
» Detect and correct policy exceptions HR Enancial Customer

Database Database Database

ORACLE
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. Oracle Audit Vault Data Warehouse

Secure, Scalable & Flexible Warehouse

 Audit Warehouse
* Enable business intelligence and analysis
» Enable reporting

* Performance and Scalability
 Built-in partitioning
» Scales to Terabytes
 Certified with Oracle RAC

* Protected with Built-in Security
« Encrypted audit data transmission

« Separation of Duty
e Audit Vault Administrator
e Audit Vault Auditor

ORACLE

© 2008 Oracle Corporation 14



. Oracle Audit Vault
Audit Trail Clean-Up Integration

 Integrated with new DBMS_ AUDIT MGMT package
to automatically delete audit trail records after they
have been inserted into Audit Vault.

o

Monitor Policies

Zi (A
ST i g i
|||||||I| |||| Security

Reports

1) Transfer audit trail data

0110
1]10

3) Delete older 2) Update last inserted record Audit Vault Server
audit records

bl

ORACLE
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. Auditing Resources
Additional CPU

e 10 audit/sec workload CPU measured 1.08%

e 100 audit/sec workload CPU measured 1.56%

© 2008 Oracle Corporation

*Internal testing: Source:

AV Server: 2x6GB 3GHz Intel XeonsRHEL 3.0, AV Server 10.2.2.0.0

Database Audit Vault Database Audit Vault
auditing / No collection auditing / No collection
Audit Vault turned on Audit Vault turned on
Audit 10 records /| 10 records / 100 records / | 100 records
oad second second second / second
Audit
Source
OS Log 0.08% 0.7% 0.15% 2.7%
DB Audit 0.13% 0.5% 1.6% 3.4%
Redo 0% 3.7% 0% 8.2%
ORACLE

4x32GB 3GHz Intel Xeons RHEL 3.0, running 2 Oracle Database 10.2.0.3.0

16



. Oracle Audit Vault
Strengths

Scalable repository Leverages massive scalability features of the Oracle Database,
including Oracle Partitioning. Certified with Oracle RAC. Data
Guard certification planned

Reporting Latest release uses widely popular Oracle Application Express
reporting feature. Open warehouse design so any reporting tool,
including Oracle Bl Publisher can access

Security Leverages Oracle’s industry leading security features to protect audit
data in-transit and at-rest

Heterogeneous SQL Server 2000/2005 supported. SQL Server 2008 (TBD), DB2,
database support Sybase and RDB already well underway

Easy uptake for Customers already using native Oracle Database auditing will
existing customers achieve faster results versus deploying new auditing technology

Support for other Operating system specific audit data most requested enhancement
sources after databases. OS audit support is planned for next major release

ORACLE
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. low does Audit Vault Detect Malicious
Activity?

e Audit sensitive tables on source databases

e Setup Audit Vault alerts to provide near-real-time
updates to policy violations

* View alert reports and optionally setup email to be
sent to security team when alert is triggered

* View specific sgl executed by users
* View the before/after values

« Create customized reports to highlight sensitive table
access

 Take action!

ORACLE

© 2008 Oracle Corporation 18



ORACLE

© 2008 Oracle Corporation 19



D EMONSTRATION

Oracle Audit Vault

ORACLE
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ORACLE Enterprise Manager 10g
Audit Vault

_

Login to Audit Vault

= [Jser Name  |avauditor

ThRREERTE

= Password

Connect As | AV_AUDITOR »

[ Login )

Copyright @ 1554, 2008, Qracle. All rightz rezerved. Qracle, JO Edwardz, PopleSoft, and Retek are regiztered trademarks of Oracle Corporation and/or itz affiiatez. Other names may be trademarks of their
regpective owners. LUnauthorized access iz strictly prohibited.



ORACL < Enterprise Manager 10g _ Help Logout
Audit Vault Audit Eeports At Policys ALdit Status

Catabase Instance: av.oracle.vm

Overview

Logged in As AWALDITOR

FPage Refreshed Aug 4, 2008 3:29:32 PM UTC (Refresh ) View Data For Automatically Refresh (60 sec) vl

Wiew Data For: 2 Last One Month 2 Last One VWeek @ Last 24 Hours
© The Period  From |Aug 3. 2008 | TD [Aug 4. 2008 | -"Gg)
Alert Severity Summary Summary of Alert Activity

The distribution of alerts by severity across all audit sources The distribution of alert activity by audit source

9=

B warningdl<

B Sources with alertsil)
O cCriticalfl s

O Sources without alertsioy

Top Five Audit Sources by Number of Alerts Alerts by Audit Event Category

Audit sources with highest number of alerts Displays number of alerts by audit event category

Arcount Management
Application Management
At
Data Access
Database Wault
Exceptional
5 . Inwvalid Fecard
[ Sewerity Warning Ohbject Managerment
B Sewerity Critical Feer Ascaciation
FEole And Privilege Management
Serwvice And Application Utilisation
Swstem Management
Unknown
User Session

PAYROLL OFRACLE WM

COCOECECOCHgC O

0 = 10 15
Q 20 =40 &0 S0 Bl Mumber Of Alerts

Activity by Audit Event Category
Activity by audit event category

ArCcount Management 16
Application Management 55
Aadit 182
Data Access 156
Database Wwault o]}
Exceptional o
Ihwalid Fecard 18
Dhject Management [=1s!
Feer Association 2
FEole And Privilege Management 10
Service And Application Utilization | 1
Swstem Management 1a=
Lnknown

User Session

o} 2000 Eislelel [Syslelel S000 iRsjelelel 12000 1400 1&000
B rMNumber OF Audit Events



ORACLE Enterprise Manager 10g Helo Logout
Audit Vault Audit Reports Audit Status

Default Reports

Custom Repars

Access RE{FIOI'tE Eampliance REPOHS Alert REFIOI'{E
| Activity Oveniew = Account and Role Changes All Alerts
-| Data Access @ Account and Role Changes - Blocked Critical Alerts
r— Databaze Vault : Audit etting Changes Warning Alerts
Distributed Database Data Changes
Procedure Executions Lagin Failures
|Iser Sessions LoginiLogoff
Chject Access
Management Activity Reports Structure Changes

Account Management System Events

Audit Commands

Ohbject Management

Frocedure Management

Fole and Privilege Wanagement
oystem Management

System Exception Reports

Exception Activity
Invalid Audit Record Activity

Uncategorized Activity

L0



ORACLE Enterprise Manager 10g Help Logout
Audit Vault Audit Reports Audit Palicy Audit Status

Default Reports =~ Custom Reporis

All Alerts

p, Rows| 15 ¥ [Gu ]iﬁ'

= ¥ Audit Vault Alert Time is in the last 24 hours %
¥ Event Cateqory = DATA ACCESS %

Alert Name Event Category  User source Alert Severity Audit Vault Alert Time 3

D Customers_table_is_accessed CUSTOMERS  UPDATE  DATA ACCESS JTAYLOR  PAYROLLORACLEWM  Critical 04-AlG-2008 05:25:39
D Customerz_table iz_acceszed CUSTOMERS  UPDATE  DATA ACCESS JTAYLOR  PAYROLL.ORACLEWW  Critical 04-AUG-2008 09:25:39
D Customers_table_is_accessed CUSTOMERS  UPDATE  DATA ACCESS JTAYLOR  PAYROLLORACLEWM  Critical 04-AUG-2008 09:28:19
D Customers_table_iz_accessed CUSTOMERS  SELECT  DATA ACCESS JTAYLOR  PAYROLLORACLEWM  Critical 04-AlG-2008 09:25:03
D Customers_table_is_accessed  CUSTOMERS  SELECT  DATA ACCESS JTAYLOR  PAYROLLORACLEWM  Critical 0&-AlG-2008 05:28:31



Activity Overview

2

Rows

15

@

Source

Category

b [GDH&'

Event Time

(Y NN N Y Y PG Y R NY R Y Y e

HR.ORACLE WM
HR.ORACLE W
HR.ORACLE WM
PAYROLL.ORACLE WM
PAYROLL.ORACLE. WM
HR.ORACLE W
HR.ORACLE WM
PAYROLL.ORACLE WM
PAYROLL.ORACLE. WM
my=qlzerver
mryaglzerver]
myeqlerver]
my=glzerver
my=qlzerver

mryaglzerver]

DBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

DBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

DBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

DBJECT MANAGEMENT

OBJECT MANAGEMENT

OBJECT MANAGEMENT

CREATE TABLE

REMARKE

CREATE VIEW

RENAME

CREATE VIEW

REMARKE

CREATE VIEW

RENAME

CREATE VIEW

ACCESS OBJECT

ACCESS OBJECT

ACCESS OBJECT

ACCESS DBJECT

ACCESS OBJECT

ACCESS OBJECT

PASSPORT

JSCHAFFER

JSCHAFFER

JSCHAFFER

JSCHAFFER

JSCHAFFER

JSCHAFFER

JSCHAFFER

JSCHAFFER

dWErCUsr

AWErcuzr

AWErCUEr

dWErCu=r

dWErCUsr

AWErcuzr

VISA
i_TAB
iV_TAB
VW _TAB
VWW_TAB
VlV_TAB1
iW_TAB1
i_TAB1
VIW_TAB1
configurationz
configurations
fn_trace_getinfo
fn_trace_gettable
fn_trace_gettable

fn_trace_gettable

ocldupd4.oracle.vm
peldupdd.oracle.vm
peldupd4d.oracle.vm
peldupdd.oracle.vm
ocldupd4.oracle.vm
peldupdd.oracle.vm
peldupd4d.oracle.vm
peldupdd.oracle.vm
ocldupd4.oracle.vm
oracle_z=
gracle_z=
oracle_ss
gracle_sz=
oracle_z=

gracle_z=

11-JUN-0& 10:02:53
10-JUN-08 17:13:28
10-JUN-08 17:13:15
10-JUN-08 16:19:35
10-JUN-0& 16:15:25
10-JUN-08 17:13:28
10-JUN-08 17:13:15
10-JUN-08 16:19:35
10-JUN-0& 16:159:26
11-JUN-08 13:22:02
11-JUN-08 13:22:02
11-JUN-08 13:22:02
11-JUN-0& 13:50:05
11-JUN-0& 13:50:02
11-JUN-08 13:50:00

@ 151- 165 (3)



Activity Overview

/‘3' Rows| 15 |» I Go ]ﬁ'

¥ 3 cditChart View Reper

DROP MATERIALIZED WIEWS - 4 - ~DROP IMDES - 4

DROP WIEW - 38— ———— ZREATE DIRECTORY - 4

CREATE MATERIALIZED WIEWY - 2 -
ALTER TABLE - 2 —.

T —ALTER SEQUEMNZE - 4

S

W RENAME - 4
. CREATE WIEW - 4

LS

L~ CREATE SEQUEMNCE - 4
CREATE INDEX - 12 —__ N
N\ S RETER ORERATOR 2
\ ““DROP DIRECTORY - 2
“DROP SEQUENCE - 2

CROP PUBLIC SYMOMYM - 12—

- “_ CREATE TABLE - 46
CREATE PUBLIC SYMOMYM - 12 —

!
DROP TABLE - 18—



ORACLE Enterprise Manager 10g

Audit Vault

Default Reports

Data Access

=

Custom Reporis

| Rows 15 ]

=X

¥ Event Time is in the last 24 hours

PP D DD DD

sSource
PANYROLL.ORACLE WM
PAYROLL.ORACLE WK
PANYROLL.ORACLE WM
PAYROLL.ORACLE WM
PAYROLL.ORACLE WK
PANYROLL.ORACLE WM
PAYROLL.ORACLE WK
PANYROLL.ORACLE WM
PAYROLL.ORACLE WK
PANYROLL.ORACLE WM
PAYROLL.ORACLE WK
PANYROLL.ORACLE WM
PAYROLL.ORACLE WK
PANYROLL.ORACLE WM

PAYROLL.ORACLE WM

Target

CUSTOMERS
CUSTOMERS
CUSTOMERS
CUSTOMERS
CUSTOMERS
CUSTOMERS
CUSTOMERS
CUSTOMERS
ORDERS
ORDERS
ORDERS
LBACSUSER
LEACSUSER
LBACSPOLT

EKP1

(Go ) ¥

%
Event Event S5tatus User
UPDATE 0 JTAYLOR
UPDATE 0 JTAYLOR
UPDATE 0 JTAYLOR
SELECT 0 JTAYLOR
SELECT 0 JTAYLOR
UPDATE 0 AVMSRCUSR
UPDATE 0 AVSRCUSR
UPDATE 0 AVMSRCUSR
UPDATE 0 OE
UPDATE 0 OE
UPDATE 0 OE
DELETE 0 JTAYLOR
DELETE 0 JTAYLOR
DELETE 0 JTAYLOR
INSERT 0 JTAYLOR

Host
oeldupd4.oracle.wm
osldupd4.oracle.wm
osldupd4. oracle.wm
osldupd4.oracle.wm
oeldupd4 oracle.wvm
oesldupd4.oracle.wm
oeldupd4 oracle.wvm
oeldupd4.oracle.wm
oeldupd4 oracle.wvm
oeldupd4.oracle.wm
oeldupd4 oracle.wvm
oeldupd4.oracle.wm
oeldupd4 oracle.wvm
oeldupd4.oracle.wm

oeldupd4 oracle.wvm

Event Time 3
04-AUG-08 09:25:15
04-AUG-08 08:28:15
04-AUG-08 05:25:15
04-AUG-02 082840
04-AUG-08 05:28:10
04-4UG-08 02:41:01
04-AUG-08 02:41:00
04-AUG-08 02:41:00
04-AUG-08 02:27:16
04-AUG-08 02:10:38
04-AUG-08 01:47:17
04-AUG-08 01:48:59
04-AUG-08 01:45:58
04-AUG-08 01:45:58

04-AUG-08 01:45:50

1-15 &

Audit Reports

Audit Policy

Helg Log
Audit Statu



ORACLE Enterprise Manager 10g
Audit Vault

Helg

Logout

Audit Status

Audit Reports Audit Policy

Default Reports Custom Repaorts

[ <ReportView | [ Exciude Mull values [ Displayed Column

= Source
Source Type ORCLDB
Source PAYROLL.ORACLE WM
Host oeldupdd . oracle vm
Version 102030
IP Address 182168.203.31
= Ewvent

AuditVault Time  04-ALG-08 09:29:39

Event Time 04-ALUG-08 09:23:15
Event 5tatus 0O
Event LUPDATE
Category DATAACCESS
Source Event &
= Target
Owner OE
Target CUSTOMERS

[

Client'User Information

User JTAYLOR
05 User oracle
Host oeldupdd oracle vm
Terminal pts/3
= Statement
SCH 210448
SQL Text update ce.customers setincome_level ="500,000 - 750,000 where customer_id = 214
Statement ID 10
= Session
= Other
Session ID 30363
Transaction ID  0100080052010000
Priv Name 47

[



ORACLE Enterprise Manager 10¢ Helo Logout
Audit Vault Audit Reports Audit Palicy Audit Status

Default Reports | Custom Reporis

Data Changes

p' Rows| 15 ¥ [Go Jﬁv

: ¥ Event Time is in the last 24 howrs [4] %

Source Target Event Status User Host Event Time 3 Data Trace Values

0l Value
D PAYROLL.ORACLEVN  CUSTOMERS  UPDATE 0 JTAYLOR  oeldupddorackym  04-AUG-08 08:28:15

INCOME_LEVEL F: 110,000 - 129,999 500,000 - 750,000

0l Value
D PAYROLL.ORACLEVN  CUSTOMERS  UFDATE 0 AVSRCUSR  oeldupdd.oraclevm  04-AUG-08 02:41:01

53N 123456789

0l Value
D PAYROLL.ORACLEWVM  ORDERS UPDATE 0 (E oeldupdd.oracleym  04-AUG-08 022718

(ORDER_TOTAL 264193.65 30629048

0l Value
D PAYROLL.ORACLEWVN  ORDERS UPDATE 10 (E oeldupdd.oraclevm  04-AUG-08 02:10:38

(RDER_TOTAL 176129.1 264193.65

0l Value
D PAYROLL.ORACLEVM  ORDERS UPDATE 0 0E peldupdd orackeym  04-AUG-03 01:47:17

ORDER_TOTAL 1174104 1781291

01d Value

EMPNO 7902

ENAME FORD

JOB ANALYST

I—Ll DavOnll ADACIFYWM FMD? INCEDT n ITAYI ND naldnndd aracla v A4 AL AR N4-4R-ED



ORACLE Enterprise Manager 10¢
Audit Vault

DefaultReports | Custom Reports

Help Legout

Audit Reports Audit Palicy Audit Status

Tasks

| Go |@7 o lanage Categories

Dezcription

p Rows| 15 #

v

Category  Application User Report Name

~ Unassigned —  AVAUDTOR Customers Table
Highlight

Report to display data accezz and highlight Customer Table
pperations

1-1



ORACLE Enterprise Manager 10g Help Logout
Audit Vault

Custom Reports

Customers Table Highlight

pv Rows| 15 V [ Go ]av

Event Time i3 Program Hame 0L Text

04-AlG-02

PAYROLL.ORACLENVK  CUSTOMERS  UPDATE  JTAYLOR oeldupd4.oracle.vm 09:9515 2qlpluz@oeldupds.oracle.vm
04-AUG-08

PAYROLL.ORACLEVM  CUSTOWERS  UPDATE  AVWSRCUSR  oeldupd4.oraclevm 034101 2qlpluz@oeldupd4.oracle.vm

PAYROLL.ORACLEWVM  ORDERS LPDATE oeldupd4.oracle.vm g;;?u%.ua =qlpluz@oeldupd4.oracle.vm

T 04 Al N8




ORACLE Enterprise Manager 10¢ Help Logout
Audit Vault Audit Reports SGUGTIRDTEN  Audit Status

Audit Settings | Aleris

Database Instance: av.oracle.vm = Audit Settings Logged in As AVAUDITOR
Audit Settings

Audit Source f @

, Retrigve from Snurce)

|5elect Audit Source In Use Needed Problem |Audit Trail Audit Sys Last Retrieved Last Provisioned
® |PAYROLL ORACLE VM 2202 2203 15 DB, EXTENDED TRUE Aug 4, 2008 3:42:41 PM Aug 4, 2008 8:13:21
uTc AMUTC

Home | Audit Reports | Audit Policy | Audit Status | Help | Logout
Copyright ® 1598, 2008, Oracle. All rightz rezerved. Oracle, JO Edwardz, PeopleSoft, and Retek are registered trademarks of Oracle Corporation and/or itz affiliatez. Other names may be trademarks of their
rezpective owners. Unauthorized access iz strictly prohibited.




ORACLE Enterprise Manager 10g Help Logout
Audit Vault Audit Eeports Audit Policy Audit Status

Audit Settings

Database Instance: av.oraclevm = Audit Settings = PAYROLL.ORACLE. WM Logged in As AVAUDITOR

PAYROLL.ORACLE.VM

DverviewlStatenmnt Object Privilege FGA Capture Rule

Save Audit Settings

You can save your work by clicking on the Save All Audit Settings button below. Please note, saving your work does not automatically apply these settings to the source
database

(Sawe All Audit Settings )

Apply Audit Settings

You can verify that the audit settings can be successfully applied to a given source by clicking on Verify_ If the DBA for the source has provided you an account on the
source, you can directly apply the audit settings vou need using the Provision button. If yvou do not have such an account. vou can export yvour changes to a SQL script that
vou can give the DBA, who can then apply the settings for you.

Select All | Select None

| Select |Audit Settings Type | In Use| Heeded| Problem
Statermnent 104 104 0
Object 1534 1832 2
Privilege 251 257 B
FGA 5 4 1
Capture Rule g B 0
(werify ) (Export as SQL) = Audit Source User Name (Provizion )

= Audit Source Password

Copy Audit Settings from Another Source

You can quickly replicate audit settings from one database to the source database to seed it with common audit settings. You either can use settings that are already in
use in the database or settings that you have created in Audit Vault but not vet applied to that database.

Copy O Actual (In Use) & Needed (Mot Yet In Use) Audit Settings

_:,’{ I.".LD ad )

Dverview[Statenmnt Object Privilege FGA Capture Rule

From |

Home | Audit Reports | Auwdit Policy | Awudit Status | Help | Logout
Copyright @ 1855, 2008, Oracls. All rights reserved. Oracls, JD Edwards, PeopleSoft, and Retek are registered trademarks of Qracle Corporation and/er itz affiiates. Other namss may be trademarks of their
rezpective owners. Unauthorized accese iz stricthy prohibited.
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=,
Audit Vault Audit Beports AU Audit Status

Audit Settings | Aleris

Database Instance: av.oraclevm = Audit Settings = PAYROLL.ORACLE VM Logged in As AVAUDITOR
PAYROLL.ORACLE.VM

Overview StatementJDbject[F‘rivileqe FGA Capture Rule

i"Mark All as Meeded :l i"CreatE :l
=1 Previous | 1-25 of 1836 ¥ | MNext 25 &

Execution Audit

Statement Schema' Object Condition granuarity In Use Needed
ALTER SCOTT EMP Both BY ACCESS 4 v
UPDATE OE CUSTOMERS Both BY ACCESS 4 v
SELECT OE CUSTOMERS Both BY ACCESS 4 v
INSERT OE CUSTOMERS Both BY ACCESS 4 v
DELETE OE CUSTOMERS Both BY ACCESS 4 v
AUDIT LBACSYS LBAC_LABEL Both BY ACCESS 4 v
ALTER LBACSYS LBAC LABEL Both BY ACCESS 4 v
GRANT LBACSYS LBAC LABEL Both BY ACCESS 4 v
EXECUTE LBACSYS LBAC_LABEL VWHEMEVER  BY ACCESS 4 v
EBECESSFUL
AUDIT LBACSYS LBAC_BIN_LABEL Both BY ACCESS 4 v
ALTER LBACSYS LBAC BIN_LABEL Both BY ACCESS 4 v
GRANT LBACSYS LBAC BIN_LABEL Both BY ACCESS 4 v
EXECUTE LBACSYS LBAC_BIN_LABEL EJ;TENE‘JER BY ACCESS 4 v

QHrcESQRL



ORACLE Enterprise Manager 10¢ Help Logout
Audit Vault Andit Reports SEURNNLTSEN  Audit Status

Audit Settings | Aleris

Database Instance: av.oraclevm = Audit Settings = PAYROLL.ORACLE VM Logged in As AVAUDITOR
PAYROLL.ORACLE.VM

Qverview Statement Object Privilege FGAJCapture Rule

 Mark All as Needed ) ( Create
Rule Type Schema Table DDL DML In Use Needed

Schema SCOTT Yes No

tly v
Schema SCOTT Mo Yes £ v
Table SH SALES Yes Mo 1} v
Table OE ORDERS Mo Yes T v
Table OE ORDERS Yes N £ v
Table SH SALES Mo Yes f v
Table OE CUSTOMERS Na Yes £ v
Table OE CUSTOMERS Yes o f v

Oveniew Statement Object Privilege FGA | Capture Rule

Home | Audit Reports | Audit Policy | Audit Status | Help | Logout
Copyright @ 1886, 2008, Oracle. All rights reserved. Oracle, JO Edwardg, PeopleSoft, and Retek are registered trademarks of Oracle Corporation and/or its affiiates. Other names may be trademarks of their
rezpective owners. Unauthorized access i etrictly prohibited.
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B
Audit Vault Audit Beports RUGHNGEN  Aydit Status

Audit Settings | Alerts

Database Instance: av.oraclevm = Alerts Logged in As AVAUDITOR

Audit Alerts

Audit Source Type

)

Audit Source

~.~% .sjf% - %

Audit Event Category

Ol

(Craate)
Audit Source
Alert Name Description Audit Source Type Audit Event Category Remove
ACCESSS EMP PHONE Raised when a SELECT is issued for the ORCLDB DATA ACCESS m
PHONE_NUMBER column in HR.EMPLOYEES
tahle
Createllser Alert that is raised when a user is created ORCLDB ACCOUNT MAMAGEMENT m]]']\
CustomerSsH Raised when a 5SM is selected ORCLDB DATA ACCESS m”]]']\
Customers table s accessed Raise alert when oe.customers tables is ORCLDB DATA ACCESS m]]']\
accessed
DropTable Alert if a drop table operation is issue. ORCLDB OBJECT MAMAGEMENT i
GrantPrivs Alert if a privilege is granted. ORCLDB ROLE AND PRIVILEGE i
MANAGEMENT
NonAppOrder Alert if a uzer other than APPs updates the ORCLDB DATA ACCESS i
Order table.
Select on Employees Alert if a select on emplyees table occurs ORCLDB DATA ACCESS m
UserUpdate Alert if a user is created or dropped ORCLDB ACCOUNT MANAGEMENT i



. For More Information

http://search.oracle.com

database security

oracle.com/database/security
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The preceding Is intended to outline our general
product direction. It is intended for information
purposes only, and may not be incorporated into any
contract. It is not a commitment to deliver any
material, code, or functionality, and should not be
relied upon in making purchasing decisions.

The development, release, and timing of any
features or functionality described for Oracle’s
products remains at the sole discretion of Oracle.
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