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Agenda

• Overview
• What do you need to audit for compliance
• Audit Vault Deployment 
• Audit Vault Reporting
• Questions and answers
• Oracle Audit Vault Demo
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What we heard from customers…

• “We have Oracle database auditing turned on some of our 
databases but we’re not looking at the audit data.”

• “Audit data is taking up to much space on our production 
servers.”

• “To comply with SOX and HIPAA, we need to produce 
time consuming monthly reports for our auditors.”

• “We want to self-assess on a continuous basis to ensure 
we are in compliance before our auditors show up.”

• “We are worried about the security of our Microsoft SQL 
Server databases since we can’t lock down the OS.”
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What Do You Need To Audit?

●●●●●●●●●●●●●●●●●●●●●●●●
Failed Logins

Do you  have visibility of failed logins 
and other exception activities?

●●●●●●●●●●●●●●●●●●●●●●●●
Accounts, Roles & Permissions

Do you have visibility of GRANT and 
REVOKE activities?

●●●●

●●●●

●●●●

FISMA

●●●●

●●●●

●●●●

●●●●

Basel II

●●●●●●●●●●●●●●●●
Privileged User Activity 

Do you  have visibility of users 
activities?

●●●●●●●●●●●●●●●●

Schema Changes
Are you aware  of CREATE, DROP and 
ALTER Commands that are occurring 
on identified Tables / Columns?

●●●●
Data Changes

Do you  have visibility into Insert, 
Update, Merge, Delete commands?

●●●●●●●●●●●●

Access to Sensitive Data
Can you  have visibility into  what 
information is being queried 
(SELECTs)?

GLBAHIPAAPCI 
DSS

SOX
Database

Audit Requirements
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Consolidate and Secure 
Audit Data

Simplify Compliance 
Reporting

Alert on Security 
Threats

Lower IT Costs With 
Audit Policies

Oracle Database 9iR2,
Oracle Database 10g,
Oracle Database 11g

(Future)
Other Sources

Monitor Policies

Reports Security

Microsoft 
SQL Server

2000 & 
2005

Oracle Audit Vault
Overview
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Deploying Audit Vault

Source 
1

Agent

Audit Vault 
Server

Source 
2

DBAUD

OSAUD

REDO

DBAUD

OSAUD

REDO

Host 2

Host 1

Windows Host

Sql ServerJDBC 
connection

Agent
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Auditing in the Oracle Database & 
Audit Vault Collectors

• DBAUD: Retrieves audit records from database audit tables

• OSAUD: Retrieves audit records from the OS audit file
• REDO: Uses Oracle LogMiner and Streams to retrieve logical 

change records (LCRs) from the redo log files

Audit Table

Transaction Log

OS File

Recorded in

DBAUD

OSAUD

REDO

User

Object 

Statement

Privilege

Condition

Audit on
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Oracle Audit Vault 10.2.3                                       
Collector’s

• Microsoft SQL server 
• Sybase
• DB2
• Oracle 9i, 10g, 11g 
• Oracle Database on OpenVMS 10gR2
• Planned – Oracle RDB
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Oracle Audit Vault Reporting

• Built-in customizable compliance reports
• Privileged user activity, role grants
• DDL activity

• User defined reports
• What privileged users did on the financial 

database?
• What user ‘A’ did across multiple databases?
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Consolidated Enterprise Reporting 

• Audit data normalized for 
consolidated reporting
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Oracle Audit Vault Report Customization

• Data filtering
• Record highlighting using condition values
• Charting with simple graphics
• Custom reports can be saved and shared
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Oracle Audit Vault Alerts

• Efficient scanning
• Inbound audit data scanning

• Alerts can be defined for
• Direct views of sensitive columns
• New users on sensitive systems
• Role grants on sensitive systems
• “DBA” grants on all systems
• Failed logins
• Enterprise-defined security 

policies
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Oracle Audit Vault Policy Management

• Policy Definition
• Named, centrally managed, collection 

of audit settings
• SOX, HIPAA, PCI

• Settings can be extracted from any 
database with auditing  configured

• Policy Provisioning
• Policy audit settings can be applied to 

databases from the central Audit Vault 
console

• Policy maintenance
• Compare and contrast approved  policy 

with current settings

• Detect and correct policy exceptions

SOX Audit 
Settings

Privileged 
User Audit 
Settings

Privacy 
Audit 
Settings

Financial 
Database

Customer 
Database

HR 
Database

Oracle 
Audit Vault
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Oracle Audit Vault Data Warehouse
Secure, Scalable & Flexible Warehouse

• Audit Warehouse
• Enable business intelligence and analysis
• Enable reporting

• Performance and Scalability
• Built-in partitioning
• Scales to Terabytes
• Certified with Oracle RAC

• Protected with Built-in Security
• Encrypted audit data transmission
• Separation of Duty

• Audit Vault Administrator
• Audit Vault Auditor
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Oracle Audit Vault 
Audit Trail Clean-Up Integration

• Integrated with new DBMS_AUDIT_MGMT package 
to automatically delete audit trail records after they 
have been inserted into Audit Vault.

Database

2) Update last inserted record

1) Transfer audit trail data

Audit Vault Server3) Delete older
audit records

Monitor Policies

Reports Security



16© 2008 Oracle Corporation

Auditing Resources
Additional CPU

• 10 audit/sec workload CPU measured 1.08%
• 100 audit/sec workload CPU measured 1.56%

100 records 
/ second

100 records / 
second

10 records / 
second

10 records / 
second

8.2% 

3.4% 

2.7% 

Audit Vault 
collection 
turned on

0%

1.6%

0.15%

Database 
auditing / No 
Audit Vault

3.7%

0.5% 

0.7% 

Audit Vault 
collection 
turned on

0%   

0.13%

0.08%

Database 
auditing / No 
Audit Vault

Redo

DB Audit

OS Log

Audit 
Source

Audit 
Load

*Internal testing:  Source: 4x32GB 3GHz Intel Xeons RHEL3.0, running 2 Oracle Database 10.2.0.3.0 

AV Server: 2x6GB 3GHz Intel Xeons RHEL3.0, AV Server 10.2.2.0.0 
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Oracle Audit Vault
Strengths

Customers already using native Oracle Database auditing will 
achieve faster results versus deploying new auditing technology

Easy uptake for 
existing customers

SQL Server 2000/2005 supported.  SQL Server 2008 (TBD), DB2, 
Sybase and RDB already well underway

Heterogeneous 
database support

Operating system specific audit data most requested enhancement 
after databases.  OS audit support is planned for next major release

Support for other 
sources

Leverages Oracle’s industry leading security features to protect audit 
data in-transit and at-rest

Security

Latest release uses widely popular Oracle Application Express 
reporting feature.  Open warehouse design so any reporting tool,
including Oracle BI Publisher can access

Reporting

Leverages massive scalability features of the Oracle Database, 
including Oracle Partitioning.  Certified with Oracle RAC.  Data
Guard certification planned

Scalable repository
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How does Audit Vault Detect Malicious 
Activity?

• Audit sensitive tables on source databases
• Setup Audit Vault alerts to provide near-real-time 

updates to policy violations
• View alert reports and optionally setup email to be 

sent to security team when alert is triggered
• View specific sql executed by users
• View the before/after values 
• Create customized reports to highlight sensitive table 

access 
• Take action!
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Oracle Audit Vault

D   E   M   O   N   S   T   R   A   T   I   O   N
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For More Information

http://search.oracle.com

oracle.com/database/security

database security
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The preceding is intended to outline our general 
product direction. It is intended for information 
purposes only, and may not be incorporated into any 
contract. It is not a commitment to deliver any 
material, code, or functionality, and should not be 
relied upon in making purchasing decisions.
The development, release, and timing of any 
features or functionality described for Oracle’s 
products remains at the sole discretion of Oracle.
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